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Data Center Relocation Wrap-up Checklist
ITA – Premium: Strategy & Planning Tool

Introduction: How to Use This Tool

Once the data center has been moved, the project is still not yet complete. IT must tie up loose ends, clean and decommission the old data center facility to ensure that nothing has been left behind and that it is ready for the next tenant. Use the following checklist of required activities to ensure the closure occurs safely, quickly and efficiently at the old data center facility. Add and delete tasks as they apply to the organization’s situation. 
Data Center Relocation Project Wrap-up Checklist
	Task

	Description
	Complete?
	Comments

	Inventory and Document Remaining Assets
	IT should inventory and document all remaining assets in the old data center facility to keep a record of leased assets, owned assets, how they were disposed, where they went, when they were taken out of the facility etc. to ensure that everything has been accounted for. This should be the first thing done when reentering the old facility.
	
	

	Return Leased Assets
	If any of the IT assets in the old facility are leased and are not moving to the new facility, then those assets will have to be captured, cleaned, data/disk sanitized, and returned to the leasing company or placed in secure storage until the lease expires. IT must also take into consideration any timelines of leases that may drive the decommissioning timeline. 
	
	

	Disposal of Old Facility Sub-Systems
	Some of the sub-systems that IT will be decommissioning have environmental requirements for disposal. UPS equipment, dry-chemicals for fire suppression, fuels for generators and HVAC fluids all present cost and risk challenges in a facility closure. Working with reputable vendors for the decommissioning, relocation or disposal of these systems will minimize corporate exposure to environmental protection regulations as well as worker health and safety laws.
	
	


	Task

	Description
	Complete?
	Comments

	Solicit Expert Requirements for Disposal of Sub-systems
	If IT plans to sell the fire suppression system or CRAC unit, they will likely require specialized skills to remove the sub-systems. Professionals must be sought out and scheduled in advance to remove such equipment.
	
	

	Disposal of Old IT Hardware
	IT must be sure that any old hardware or equipment that is to be disposed of, such as servers, has been securely wiped clean and/or destroyed beforehand to protect the organization from any privacy or security threats. For additional information on disposing of old IT hardware, refer to Info-Tech’s ”How to Pick the Right PC Recycling Shop,” 

“Policy Ensures On-the-Move Disks Are Scrubbed Clean,” and 

“NIST Guidelines for Media Sanitization” 
	
	

	Termination of Service Contracts
	If the organization is not moving sub-systems such as CRAC units, fire suppression systems, UPS, generators and other items that require service, a contract review should be performed and terminated at the old facility.
	
	

	Disposal of Non-IT Equipment
	IT must also remember to properly dispose of old cabinets, chairs, desks, tools etc. in the facility. They may be able to sell equipment to other companies or may require a dumpster for disposal.
	
	


	Compliance to Building Code and Leasing Constraints
	Before the organization hands the facility over to the landlord after the move, the initial lease should be reviewed to ensure that the organization is in compliance with any building code or lease constraints. Some of the equipment and systems added to the facility by IT may be considered lease hold improvements by the building owner and therefore may not be removed without authorization. Further, IT managers who seek to remove fire protection or other life safety systems for reuse or sale must consider the building code requirements. Most building codes would prohibit leaving a section of the building unprotected; therefore the sprinkler system may require modifications to comply.
	
	

	Communicate Closure to Stakeholders
	Ensure all vendors, customers, and employees have been notified of the closure and have been given the address of the new facility. While most of this task should be done at earlier stages in the project, it is important to double check to ensure no one was missed.
	
	

	Remove Old Cabling
	IT or a hired skilled professional should remove all old cabling form the facility.
	
	

	Clean the Old Facility
	Before leaving the facility it should be left in a clean state where everything has been removed from the data center and it has been rid of dust, dirt, etc. It may also be required that a specialized cleaning crew be present to clean the data center to protect future contents.
	
	

	Document End State of the Facility
	When everything has been wrapped up at the facility, the end state of the facility should be documented and signed off on by the landlord to prevent disputes later on. IT should also document the end state by taking pictures to ensure they have proof of how the facility was left by the organization.
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